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Executive Summary

This document describes the proposed framework for the Electronic Records Policy Working Group (ERPWG) Electronic Records Management (ERM) toolkit.  The ERM toolkit will supplement ERPWG recommendations
 on policies and procedures for ensuring effective management of “Government information on the Internet and other electronic records” and support successful implementation of those recommendations.  

The ERM toolkit is proposed as an Internet portal, hosted and managed by NARA through the ERPWG.  The ERM toolkit will provide a collection of existing and proven ERM guidance tools such as case studies, best practice documents, process models, policies and directives, tips and techniques, training programs, lessons learned, presentations, and other practical tools that can be used by Federal agencies to promote and implement effective management of Government information on the Internet and other electronic records.  
The ERPWG will leverage existing Federal ERM knowledge by working proactively with agencies to identify ERM guidance tools and share them Government-wide via the ERM toolkit portal. Because the tool identification process is part of the proposed ERM toolkit development project, this document does not describe specific ERM guidance tools to be included in the ERM toolkit.  Instead, it provides a vision for the ERM toolkit portal and a plan for accomplishing that vision with possible examples of tools to generate discussion.  

The ERPWG envisions an ERM toolkit that is user-friendly, flexible, easily expandable, and self-validating.  To achieve this vision, the ERM toolkit will provide links to agency sponsored ERM guidance tools and will manage information about each tool within a database.  The ERM toolkit database will drive the ERM toolkit portal to provide users with clear pathways for viewing, selecting and obtaining a broad spectrum of ERM guidance tools. ERM toolkit views will provide users with information about each tool such as: overall description, recommended implementers, typical business functions supported, applicable laws and regulations, and expected outcome(s).  The ERPWG will implement this data-driven approach by developing back-end processes to establish and manage the ERM toolkit, facilitate its continued evolution, and foster improvements.
The ERPWG will develop and implement the ERM toolkit as a project team.  During Fiscal Year (FY) 2005, the ERPWG plans to: establish procedures for identifying and sharing ERM guidance tools, implement the back-end processes for managing the ERM toolkit, and create the initial version of the ERM toolkit portal to be populated with a limited set of ERM guidance tools.  The ERPWG expects that after the ERM toolkit process and the ERM toolkit portal are established, the ERPWG can then focus on promoting the ERM toolkit to identify and include additional tools.  The ERPWG expects that there will be a continuing need to add to/revise tools as new technology challenges for records management emerge.
 SHAPE  \* MERGEFORMAT Background
The ERPWG was formed under the auspices of the Interagency Committee on Government Information (ICGI) that is charged with implementing Section 207 of the E-Government Act of 2002 (P.L.107-347)..This report details activities undertaken by ERPWG, under task 5 of their approved work plan, to develop an ERM toolkit with ERM guidance tools that will supplement and support the implementation of ERM policies and procedures to be recommended by the ERPWG under task 6 of their approved work plan. 

The ERM toolkit will complement the Federal Web Content Manager’s Toolkit that is being developed by the ICGI Web Content Standards Working Group.  Used together, the toolkits can support the entire lifecycle of Government information on the Internet by providing a common set of policies, requirements and guidance needed to create and operate agency websites and to effectively capture, manage and preserve website records. While the Federal Web Content Manager’s toolkit focuses on tools for use by web content managers, the ERM toolkit addresses a broader audience and range of ERM guidance tools that addresses both Government information on the Internet and other electronic records.  The ERPWG expects that the two toolkits will be linked; i.e., the ERM toolkit will point to the web toolkit and vice versa.
Introduction
In this report, the ERPWG proposes the ERM toolkit as an Internet portal where existing and proven ERM guidance tools are shared Government-wide.  It describes processes required to establish the ERM toolkit, evaluate and manage ERM guidance tools, and deliver the ERM toolkit.  Additionally, it provides examples of candidate tools for the ERM toolkit and how the toolkit may display those tools to users.  Because the tool identification process is part of the proposed ERM toolkit development project, this document does not describe specific ERM guidance tools to be included in the ERM toolkit, but does suggest possible examples of tools to generate discussion.  

For purposes of obtaining user input on the proposed ERM toolkit, the ERPWG is adopting the proposed directions, articulated in the ERPWG Barriers Report
, as objectives for the ERM toolkit.  The ERM toolkit will provide a set of ERM guidance tools for agencies to use in managing their Internet-based and other electronic records that:
1. Facilitate the management of information and records as business assets and also allow agencies to deal with the larger problems related to technology, the volume of information, and the need for authentic and reliable records. 

2. Address the (re)design of systems that would incorporate records management requirements as part of the systems development, particularly during agency capital planning processes. 

3. Enhance advocacy for records and information management activities within agencies and begin the process of overcoming marginal support for records management which has led to a lack of training, tools, and guidance in Federal agencies. 

4. Facilitate the integration of Records Management (RM) and Information Technology (IT) requirements by providing guidance and best practices for the design and management of legacy and new agency systems. 

The ERM toolkit should assist agencies in creating and managing electronic records economically and effectively to meet business needs, ensuring records are kept long enough to protect rights and assure accountability, and ensuring that records of archival value are preserved and made available for future generations.    
ERM Toolkit Scope
The ERPWG envisions the ERM toolkit as an organized collection of proven ERM guidance tools such as case studies, best practice documents, process models, policies and directives, tips and techniques, training programs, lessons learned, presentations, and other practical tools that can be used by Federal agencies to promote and implement effective management of Government information on the Internet and other electronic records.  For the purposes of the ERM toolkit, “ERM guidance tools” can include documents, interactive guidance products, websites, etc.  These tools will be specifically selected to help agencies address the issues involved in managing electronic records and information both today and in the future.  The ERM toolkit will contain tools that address issues related to managing electronic records in existing agency systems, and assist agencies in establishing a Records and Information Management (RIM) process that will tightly integrate records management with business processes and technologies.  Links in the ERM toolkit will connect each tool to relevant Federal laws, regulations, and guidance.

The ERM toolkit will include ERM guidance tools that can be easily tailored or easily implemented to accommodate a wide range of agency user groups and business functions.  Appendix A provides examples of candidate tools for the first version of the ERM toolkit.  The ERPWG will organize tools by relevant user groups including but not limited to the agency general population, records officers/records management staff, legal counsel, Chief Information Officers (CIOs)/IT professionals, business process owners/data owners, and web content managers/webmasters.  Additionally, tools will apply to a wide range of agency activities including traditional RIM activities such as training, advocacy and awareness, assessments and evaluations, creation of desktop records, and e-mail management.  In addition to traditional RIM activities, ERM guidance tools will address records management in other agency activities such as process design, enterprise architecture planning, security certification and accreditation, capital planning and investment control, and systems development.
While the ERM toolkit focuses on ERM guidance tools for effectively managing Government information on the Internet and other electronic records, the tools themselves also may be applied to records and information on other media, including paper.
ERM Toolkit Vision
The ERM toolkit is envisioned as an Internet portal hosted by the National Archives and Records Administration (NARA).  NARA will manage the portal with the assistance of the ERPWG or other follow-on interagency group.  Strategically located links on the websites of ERM toolkit “customers” (e.g., FirstGov, CIO Council, Federal Web Content Managers, agency websites) will guide users to the ERM toolkit.  Additionally, the ERPWG periodically will create static versions of the ERM toolkit on Compact Disk (CD) or Digital Video Disk (DVD) for distribution by NARA at ERM conferences and other forums. 
The ERM toolkit will be designed as a user-friendly, flexible, expandable and self-validating Internet portal. Navigation mechanisms such as tabs and menus will be used to facilitate easy access to the ERM guidance tools. 
Rather than providing users with a static hierarchical list of ERM guidance tools, the ERPWG will use a database to organize tools in ways that meet the needs of a broad scope of users and agency activities.  The ERPWG will collect useful information about each tool such as: 
· The type of tool (e.g., checklist, survey, lessons learned, model),
· A general description of the tool,

· The problem(s) to which the tool applies,
· The organizations/users best positioned to use the tool, and
· The expected outcomes of using the tool.
The ERPWG will populate the ERM toolkit database with information about the ERM guidance tools and define “fixed views” to organize tools for consistent browsing and selection.  Fixed views will accommodate perspectives of different users and organize tools according to the tasks or activities they address.  Appendix B provides examples of candidate categories for fixed views.
The fixed views will present users with summary information about each tool (i.e., derived from the toolkit database) to facilitate the understanding and identification of the ERM guidance tools.  The ERM toolkit will link the tools themselves to their description, or will provide contact information for agencies to use in obtaining a copy of the tool. Appendix C provides a sample of a fixed view for the agency Records Officer/Records Management Staff that is expanded to show metadata for two example ERM guidance tools.
In addition to fixed views, the ERM toolkit will provide a facility for users to access ERM guidance tools by searching: toolkit metadata, the full-text of the tools themselves (as available), or the metadata and full text combined.  Additionally, the ERM toolkit will provide users with options for organizing search results. Metadata also can be used in the ERM toolkit to recommend tools “on-the-fly” based on search terms (e.g., as done in on-line bookstores).  

The ERM toolkit will accommodate additional ERM guidance tools as they are approved for inclusion.  Because the tools will be included as links, the ERM toolkit manages only metadata about the tools, adding tools will not affect the performance of the ERM toolkit. 

ERM Toolkit Development
To manage effectively the ERM toolkit’s broad scope, the ERPWG will develop and implement the ERM toolkit as a project team led by NARA.  In FY 2005, this team will identify and refine requirements for managing the ERM toolkit portal including: 
· Developing procedures for identifying and sharing ERM guidance tools, 

· Developing processes for creating and maintaining the ERM toolkit, and 
· Publishing the initial version of the ERM toolkit portal populated with a limited set of ERM guidance tools.
The ERM toolkit development project will begin by establishing roles and responsibilities of ERPWG members for toolkit development.  Next, the ERPWG toolkit team will identify project tasks/milestones and establish the ERM toolkit development schedule.  The ERPWG expects that once the ERM toolkit process and the initial version of the ERM toolkit portal are established, the ERPWG can focus on identifying and adding ERM guidance tools to the ERM toolkit.  

Examples of ERM toolkit development activities follow:

Establish the ERM toolkit project
The ERPWG will:

· Establish a “consulting” relationship with the ICGI Web Content Standards Working Group to obtain advice on developing the ERM toolkit portal
· Work with NARA web program manager to initiate procedures for hosting the ERM toolkit portal

· At a NARA Bi-monthly Records and Information Discussion Group (BRIDG) meeting, ask agencies to identify 1) ERM guidance tools that they have found useful in their agencies and, 2) ERM guidance tools needed to facilitate ERM.  Similar outreach with other customer groups will be conducted subsequently.  The ERPWG will use these identified tools as a basis for developing the contents of the initial version of the ERM toolkit.
· Identify roles and responsibilities for implementing and maintaining the ERM toolkit 
· After the initial version of the ERM toolkit is established, the ERPWG will then begin to expand the ERM toolkit by promoting the ERM toolkit at Records Management, E-Gov forums, and other appropriate forums, and by using the established ERM toolkit process to identify and share additional ERM guidance tools.  

Develop processes to support the ERM toolkit 

Examples of processes required to support the development and continued maintenance of the ERM toolkit follow:

· Process for recommending, proposing, or identifying ERM guidance tools needed for inclusion in the ERM toolkit
The ERPWG will design web-based form(s) that agencies can use via the ERM toolkit portal to identify ERM guidance tools for the ERM toolkit at three levels:

· Recommended tools – Tools that agencies have successfully implemented to support ERM, but cannot sponsor in the ERM toolkit (e.g., tools not owned by the Federal Government, tools from other agencies).
· Proposed tools – Proven ERM guidance tools that agencies can sponsor for sharing in the ERM toolkit. 

· Needed tools – New or not yet identified tools needed to support ERM.  
· Process for evaluating and accepting proposed ERM guidance tools
The ERPWG will develop evaluation criteria for proposed ERM guidance tools.  Evaluation criteria will be used in identifying what information is needed from agencies to describe the tools (i.e., metadata).  It is envisioned that this process will include procedures for ERPWG interaction with agencies who propose the tools.

· Process for describing and organizing tools in the ERM toolkit
The ERPWG will develop the ERM toolkit database that will drive the ERM toolkit portal. The ERPWG will establish a sub-team to perform this highly critical and resource intensive ERM toolkit development task.  To develop the ERM toolkit database and supporting procedures, the sub-team will identify categories for organizing the ERM toolkit, and develop methods of collecting and managing metadata to describe each tool and facilitate access to ERM guidance tools within the ERM toolkit. 

· Process for maintaining ERM guidance tools included in the ERM toolkit 

This process will foster agency ownership and maintenance of ERM guidance tools included in the ERM toolkit while minimizing burden.  After tools are approved for inclusion in the ERM toolkit, it is envisioned that agencies will provide the ERPWG with metadata required for the ERM toolkit database.  Agencies should provide access to shared tools over the Internet, as possible.   If Internet access is not possible, agencies should provide contact information for a person or organization that will provide access to the tool(s).  Agencies will be responsible for notifying the ERPWG when planning changes to their tools. 
· Process for user feedback/continuous improvement

The ERPWG will develop the process for collecting user feedback on each tool and on the ERM toolkit itself.  It is envisioned that the ERM toolkit will include an e-mail based user feedback facility for each tool and that the ERPWG will work with agencies to respond to user feedback about their ERM guidance tools. Additionally, the ERM toolkit will include an e-mail based user feedback facility for the ERM toolkit itself.  The ERPWG will respond to user feedback on the ERM toolkit.

· Process for managing records generated by the ERM toolkit process

The ERPWG will leverage guidance from NARA and the Web Content Standards Working group in developing this process. 

Delivering the ERM toolkit
· The ERPWG will deliver the ERM toolkit in both dynamic and static formats.  
· The dynamic version of the ERM toolkit will be maintained on the Internet.  
· Static version(s) the ERM toolkit will periodically be captured on Compact Disk (CD) or Digital Video Disk (DVD) and distributed as requested. 
Next Steps:
1. Submit ERM Toolkit Proposal for ICGI approval
2. Submit ERM Toolkit Proposal for Agency Comment

3. Initiate ERM Toolkit Project 

This appendix provides a list of examples of ERM guidance tools that the ERPWG has identified as possible candidates for the initial version of the ERM toolkit.   The purpose of this list is to engender discussion and identification of the types of guidance tools that agencies will find most useful; no specific tools have been identified yet.
1. Checklists for every employee (10 things…) 

2. What to do about e-mail

3. Decision trees (e.g., interactive quality/metrics analysis tool) 

4. Capability checklist for COTS products that incorporate records management requirements

5. Sample contract language for managing contractor records as Federal records.

6. Shell records management website (for records management)

7. Data reference model for records management

8. Step-by-step guidance (but not too many steps)

9. NARA Electronic Records Management Training (e.g., golearn.gov)

10. Records requirements for automated government processes (e.g., rulemaking, e-grants process)

11. Certification process for electronic recordkeeping systems.

12. End-user feedback on their experiences with the various DoD and NARA-approved

            Records Management Applications (RMA)

13. Records Management Requirements for Legacy Systems

14. Integrating Records Management Requirements into Process Design and New Systems Planning

15. Records Management and Continuity of Operations Planning

16. Managing Vital Records

17. A comprehensive Records Management Handbook for Records Management Officials

      (available in electronic and hardcopy formats)

Fixed views in the ERM toolkit would provide users with a consistent way to browse ERM toolkit contents.  This appendix describes options for organizing ERM toolkit contents in fixed views. 

Fixed View by User Group 

A user group view would organize the ERM guidance tools by user group and then by ERM activity. The four user groups in this example have been proposed as those best positioned to fulfill each of the four the ERM toolkit objectives. User groups can be added, combined or sub-divided as the ERM toolkit matures.  

· Records Officer, Records Management Staff: Facilitate the management of information and records as business assets and also allow agencies to deal with the larger problems related to technology, the volume of information, and the need for authentic and reliable records.

· Chief Information Officer (CIOs),/Information Technology (IT): Address the (re)design of systems that would incorporate records management requirements as part of the systems development, particularly during agency capital planning processes.

· Legal Counsel, Agency General Population: Enhance advocacy for records and information management activities within the agencies. Begin the process of overcoming marginal support for records management which has led to a lack of training, tools, and guidance in Federal agencies.  
· Business Process Owners, Data Owners: Implement guidance and best practices for managing records residing in legacy and new agency systems

Fixed View by ERM Activities

The ERPWG would identify the list of ERM activities to be used in the ERM toolkit fixed views.   Agencies can identify applicable ERM activities within the metadata that is provided with each tool.  That information would be used in organizing ERM guidance tools within the ERM Activities view.  

The following provides examples of ERM activities under which ERM guidance tools might be grouped.     

· ERM advocacy and awareness programs
· Education and training
· ERM assessments and evaluations

· Process Design

· Contracting

· Enterprise architecture planning

· IT capital planning

· Systems development 

· Creating electronic records at the desktop
· Managing e-mail 

Fixed Views for New or Enhanced, and Existing Systems/Applications

The ERPWG Work Plan describes the ERM toolkit as providing tools for legacy systems/applications that produce Internet-based and other e-records, and systems/applications being developed that produce Internet based and other e-records.  To meet that requirement, metadata collected for each tool can support fixed views of tools that support: 

· identifying ERM requirements in future or enhanced systems, 

· or managing records in existing systems.  

Such views would present a subset of the tools that contain the appropriate metadata values.

Fixed View for:
Records Officer/Records Management Staff

ERM Activity: IT capital planning

	Name of  Tool: Enterprise-Wide ERM: Guidance for Coordinating the Evaluation of Capital Planning and Investment Control (CPIC) Proposals for ERM Applications 



	General description: This guidance is meant to help agency staff effectively coordinate and control the acquisition and implementation of ERM capabilities enterprise-wide. It is designed for use by Agency managers who are in the process of making funding decisions for their enterprise-wide ERM system, while at the same time considering multiple CPIC proposals for systems with similar functions or requirements. Written from the perspective of an administrator evaluating a portfolio of ERM-related projects, the criteria presented in the guidance provide a set of decision points to help determine if office-specific ERM systems should be funded independently or integrated with an agency's enterprise-wide ERM system. It may also be useful for agencies in reviewing other CPIC proposals for systems that need ERM functionality.



	Problem to which the tool applies: Evaluating Capital Planning and Investment Control (CPIC) proposals



	Expected outcome(s):  A fund/don't fund decision guided by the determination of which ERM approach, enterprise or program-specific, provides the best opportunity to manage electronic records in a way that ensures accessibility and integrity throughout their life cycle

	Who should use this tool: CIO, RM, IT

	Type of  tool: Web-based document

	Regulatory reference: OMB Circular A-130, Management of Federal Information Management Resources

	Link to tool: http://www.archives.gov/records_management/policy_and_guidance/cpic_guidance.html#2


ERM Activity:  Managing E-mail

	Name of  Tool: E-Mail Quick Reference Guide


	General description: Provides a quick guide to help e-mail users identify: when e-mail messages are records, principal categories of materials to be preserved, e-mail messages that constitute Federal Records, and Points to remember about e-mail



	Problem to which the tool applies: E-mail users do not always understand that e-mail messages can qualify as Federal records.



	Expected outcome(s):  Desktop assistance in identifying when e-mail messages are records

	Who should use this tool: RM, Agency General Population

	Type of  tool: Web-based document

	Regulatory reference: Code of Federal Regulations (36 CFR Chapter 12, Subchapter B - Records Management)

	Link to tool: http://www.epa.gov/records/tools/quick.htm


� In accordance with P.L.107-347 Sec. 207 (e) (1) (A))


� Barriers to the Effective Management of Government Information on the Internet and Other Electronic Records (Draft), June 28, 2004. � HYPERLINK "http://www.cio.gov/documents/ICGI/ERPWG_Barriers.pdf" ��http://www.cio.gov/documents/ICGI/ERPWG_Barriers.pdf�
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